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Quiz

Question #1
Your Senior Officer is very busy and asks you to log into his/ her e-mail
account using his/ her user-ID and password to retrieve some reports.
What should you do?
a) It’s your boss, so it’s okay to do this.
b) Ignore the request and hope he/ she forgets.
c) Decline the request and remind the Officer that it is against policy.
Answer:
User IDs and passwords must not be shared.

Question #2
You receive the following email from the Help Desk:
Dear Email User,
Beginning next week, we will be deleting all inactive email accounts in order to create space for
more users. You are required to send the following information in order to continue using your
email account. If we do not receive this information from you by the end of the week, your email
account will be closed.
*Name (first and last):
*Email Login:
*Password:
*Date of birth:
*Alternate email:
Please contact the Webmail Team with any questions. Thank you for your immediate attention.

What should you do?

Answer:
This email is a classic example of “phishing” – trying to trick you into “biting”. They
want your information.
Don't respond to email, instant messages (IM), texts, phone calls, etc., asking you
for your password or other private information. You should never disclose your
password to anyone.
If you receive phishing or spam in your email, report it immediately.

Question #3
A friend sends an electronic Hallmark greeting card (e-card) to your work
email. You need to click on the attachment to see the card.
What should you do?

Answer:
Delete the message.
This one has four big risks:
1. Some attachments contain viruses or other malicious programs, so just in
general, it’s risky to open unknown or unsolicited attachments.
2. Also, in some cases just clicking on a malicious link can infect a computer, so
unless you are sure a link is safe, don’t click on it.
3. Email addresses can be fake, so just because the email says it is from someone
you know, you can’t be certain of this without checking with the person.
4. Finally, some websites and links look legitimate, but they’re really hoaxes
designed to steal your information.

Question #4
Real-life Scenario:
There was a case where someone used their yahoo account at a computer lab on
campus. She made sure her yahoo account was no longer open in the browser
window before leaving the lab. Someone came in behind her and used the same
browser to re-access her account. They started sending emails from it and caused
all sorts of mayhem.
Q: What do you think might be going on here?
Possible answers:
• The first person probably didn't log out of her account, so the new person could
just go to history and access her account.
• Another possibility is that she did log out, but didn’t clear her web cache. (This is
done through the browser menu to clear pages that the browser has saved for
future use.)

Question #5
The mouse on your computer screen starts to move around on its own and
click on things on your desktop.
What do you do? <Select all that apply>
a)
b)
c)
d)
e)
f)
g)

Call your co-workers over so they can see.
Disconnect your computer from the network.
Unplug your mouse.
Tell your supervisor.
Turn your computer off.
Run anti-virus.
All of the above.

Answer: B & D

This is definitely suspicious. Immediately report the problem to your
supervisor.
Also, since it seems possible that someone is controlling the computer
remotely, it is best if you can disconnect the computer from the network (and
turn off wireless if you have it) until help arrives.

Question #6
Which of the following is the best password?
A. @#$)*&^%
B. akHGksmLN
C. UcSc4Evr!
D. Password1
Answer: C. UcSc4Evr!
This is the only choice that meets all of the following requirements:
• At least 8 characters in length
• Contains at least 3 of the following 4 types of characters: lower case letters,
upper case letters, numbers, special characters

Cyberspace & Cybersecurity
Definition, Evolution, Attacks, Challenges &
Protection Strategy

“A global domain within the
information environment consisting
of the interdependent network of
information technology
infrastructures, including the
internet, telecommunication
networks, computer systems and
embedded processors and
controllers.“
-- A Definition of Cyberspace

Life in a Networked World
Rapid Development in Information Technology
•
•
•
•

Speed of Microprocessor chips doubles every 12 – 18 months
Storage Density doubles every 12 months
Bandwidth doubles every 12 months
Price keeps dropping making technology affordable & pervasive

The New “Net” monitors & controls critical
Infrastructure. Its integrity & availability is
critical for economy, public safety & national
security.

Defining Cybersecurity …
• Cyberspace is the connected Internet Ecosystem.
• Cyber Intrusions and Attacks have increased dramatically over the
last decade, exposing sensitive personal and business
information, disrupting critical operations, and imposing high costs
on the economy.

• Cyber Security: Protection of cyber space (critical infrastructure)
from attacks, damages, misuse and economic espionage.
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Anti-Virus, Firewalls
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Evolution Of Cyber
Security
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APT(Advanced Persistent Threat), Insiders
(Current)
Network Flow Analysis
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Cyber Security Challenges
• Cyberspace has inherent vulnerabilities that cannot
be removed.
• Innumerable entry points to the internet.
• Assigning attribution: Internet technology makes it
relatively easy to misdirect attribution to other parties.
• Attack technology outpacing defence technology.
• Nation states, non-state actors, and individuals are at
a peer level, all capable of waging attacks.

Indian Cyber Situation
• India ranks 3rd in terms of the highest number of internet users in
the world after USA and China.
• India secures a spot amongst the top 10 spam-sending countries
in the world alongside USA.
• India was ranked among the top five countries to be affected by
cybercrime, according to a report by online security firm
“Symantec Corp”.

Cyberattacks in India ….
JULY2016

MAY 2017

MAY 2017

UNION BANKOF INDIA
HEIST

WANNACRY
RANSOM WARE

DATA THEFT AT
ZOMATO

Through a phishing email
sent to an employee,
hackers accessed the
credentials to execute a
fund transfer, swindling
Union Bank of India of
$171 million, Prompt
action helped the bank
recover almost the entire
money

The global ransomware
attack took its toll in India
with several thousands
computers getting locked
down by ransom-seeking
hackers. The attack also
impacted systems
belonging to the Andhra
Pradesh police and state
utilities of West Bengal

The food tech
company discovered
that data, including
names, email IDs and
hashed passwords, of
17 million users was
stolen by an ‘ethical’
hacker-who demanded
the company must
acknowledge its
security vulnerabilitiesand put up for sale on
the Dark Web

JUNE 2017
PETYA RANSOM WARE
The ransomware attack
made its impact felt
across the world,
including India, where
container handling
functions at a terminal
operated by the Danish
firm AP Moller-Maersk at
Mumbai’s Jawaharlal
Nehru Port Trust got
affected

Cyber Threats and Sources
Sources
a) Nation States
c) Terrorists, DTOs, etc.

b) Cyber Criminal Organisations
d) Hackers / Hacktivists

Threats
 Malware –Malicious software to disrupt computers

 Viruses, worms, …
 Theft of Intellectual Property or Data
 Hactivism –Cyber protests that are socially or politically motivated
 Mobile Devices and applications and their associated Cyber Attacks
 Social Engineering –Entice Users to click on malicious links
 Spear Phishing –Deceptive Communications (e-mails, texts, tweets)
 Domain Name System (DNS) Attacks
 Router Security –Border Gateway Protocol (BGP) Hijacking
 Denial of Service (DoS) –blocking access to websites

Cyber disruptions
Top 5 causes of cyber disruptions
57 %

41 %
30 %
20 %
19%
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10 Steps to Cyber Security (1/5)
1.

Network Security

Protect your networks against external and internal attack.
Manage the network primer. Filter out unauthorised access
and malicious contents. Monitor and test security controls

2.

Malware Protection

Produce relevant policy and establish anti-malware defences
that are applicable and relevant to all business areas. Scan for
malware across the Organisation.

10 Steps to Cyber Security (2/5)
3.

Monitoring

Establish a monitoring strategy and
produce supporting
policies. Continuously monitor all ICT system and networks.
Analyse logs for unusual activity that could indicate an attack.

4.

Incident Management

Establish an incident response and disaster recover capability.
Produce and
test incident management plans. Provide
specialist training to the incident management team. Report
criminal incidents to law enforcement.

10 Steps to Cyber Security (3/5)
5.

User Education and Awareness

Produce user policies covering acceptable and secure use of
the organisation’s systems. Establish a staff training
programme. Maintain user awareness of the cyber risks.

6.

Home and Mobile Working

Develop a mobile working policy and train staff to adhere to it.
Apply the secure baseline to all devices. Protect data both in
transit and at rest

10 Steps to Cyber Security (4/5)
7.

Secure Configuration

Apply security patches and ensure that the secure
configu ration of all ICT systems is maintained. Create a
system inventory & define a base line build for all ICT devices.

8.

Removable Media Controls

Produce a policy to control all access to removable media.
Limit media types and use. Scan all media for malware before
imported on the corporate system.

10 Steps to Cyber Security (5/5)
9.

Managing User Privileges

Establish account management processes and
limit the
number of privileged accounts. Limit user privileges and
monitor user activity. Control access to activity and audit logs.

10

Information Risk Management Regime

Establish and effective governance structure and determine
your risk appetite. Maintain boards engagement with cyber
risk. Produce supporting information risk
management
policies.

